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HALL OlbIT PABOTbI C NPEOATNMPUATUNAMUM TIK

Y TOK CI16

NNeHnHrpapckaa A3C

KpynHenLimne aHepreTu4eckme KomMmnaHmm (reHepaums)
KpynHenwmne ra3oTpaHCnopTHble, ra3ogobbiBatoLme u

razonepepabaTbiBatoLMe NpeanpuaTnS
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&> MOHUTOPUHI UB*

AHANN3 COBbITUA BE3OMACHOCTU U NHbIX
OAHHDBIX

+ Cbop, nogrotoBka 1 aHanma cobbiT 6€30MacHOCTU U UHbIX
AaHHbIX MOHUTOPUHIra

 BbigaBnenme nHumgeHtos b

* KOHTpOnb, y4eT 1 aHanm3 gencTsni nonb3osBaTenem u
agAMUHUCTPaTopOB

+ C6op 1 aHanM3 gaHHbIX 0 pe3yfibTaTax KOHTPO1A NMOTOKOB
nHdopmMaLmm

* BbiaBneHue CKPbITbIX YFISBMMOCTGVI

*  WNHpopmmpoBaHMe OTBETCTBEHHbIX NNL,

KOHTPO/J1b (AHATN3) SALLMLLIEHHOCTU

* BbigaBneHwne y9|3BMMOCTel\/J1

*  KoHTponb ycTaHoBKKM 06HOoBNeHW BelsonacHocTm MO, Bkaodasa MO
CcCpefcTB 3alunTbl MHDOopMaLm

« KOHTpO/b cocTaBa NPOrpaMMHO-TEXHUYECKUX CPeacTs, MO u
cpenctB 31 (MHBeHTapu3auus)

+ KoHTposnb cooTBeTCcTBMA HacTpoek MO 1 cpepncts 3
yCTaHOBMeHHbIM TpeboBaHWAM K 3aLwmTe MHdopmMaLuum
(monuTmkam bezonacHocTH)

*  WNHpopmmpoBaHMe OTBETCTBEHHbIX ML,

AHAJIN3 N OLUEHKA ©YHKUNOHNPOBAHNA
CNCTEM SALLNTblI MHPOPMALNA

*  KoHTposnb pabotocnocobHocTm MO m cpegcTs 3U

« [MpoBepka cooTBETCTBMA cCpenbl PYHKLMOHMPOBAHUA
TpeboBaHWaM, NpenbaBNeHHbIM B OOKYMEHTaL MM Ha cpencTea 3U

*  KOHTpOsb MOTOKOB MHPOPMaLLMU, BIUSIOLLUX Ha
MPOU3BOAUTENBHOCTb MHPOPMALMOHHbIX (aBTOMaTU3MPOBaHHbIX)
cCUCTEM, NPU MeXXCeTeBOM B3aMOOENCTBUM

*  WVHdopmMmMpoBaHMe OTBETCTBEHHbIX NUL,

AHAINTN3 NSMEHEHNA YITPO3 BE3SOINACHOCTH
NMHPOPMALINA

* rIO}'Iy‘-IEHMe HOBbIX OaHHbIX ob MHOUMKaTOopax KoMripoMeTaunn,
YA3BUMOCTHAX U yIrpo3ax 6es3onacHocTuU MHCIDOpMaLI,MM

* BbiaBneHne HoBbiX yrpo3 6es3onacHoCcT nHpopmMaLunm

+ PaspaboTka HOBbIX M YyTOYHEHWE OEeNCTBYIOLLUX NPaBun
aHanm3a cobbiTni 6e30MacHOCTU U MHbIX OaHHbIX MOHUTOPUHIa

+ PazpaboTka pekomeHgaLu i No peannaaumm SonoHUTENbHbIX
Mep 1 MeponpuaTum 3

*-TOCT P 59547-2021 3awmTta nHpopmaumm. MOHUTOPUHI MHpopMaLmoHHom BbesonacHocTu. ObLme nonoxerHusa. Beeger 01 anpena 2022 @wagrOUp



> MOHUTOPUHI VB
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ADEKBATHbIV [WielsIZagelaZISImna|=

« KOMMneKCcHbIV 1 HenpepbiBHbIN MpoLLecc
HabnoeHusa n koppekTuposkn Cp3N1 u
3alMLLaEMON CUCTEMDbI

* MakcrmanbHO 3P EdeEKTUBEH C y4ETOM BCEX
orpaHu4YeHun, NpenbaBnsgeMblX
3aLlmLlaemMon cmcTemMmom

OrPAHHNYHEHUA:
opraHM3aunoHHble
TexHun4yeckme
SKOHOMUYecKue
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@ OIrPAHMNHEHUME. MHOPACTPYKTYPA

Ilcnonb3oBaHWe CyLLECTBYIOLLLErNO
aKTMBHOIo ceTeBoro obopynoBaHUS

. N KaHall10B CBA3U
“80/20” Rule

Results

MuHMManbHasa Harpyska Ha KaHanbl
cBa3un 1 obopypoBaHmne (RSPAN um ?
nepenada gaHHbIX)

Bbibop Hanbonee
penpe3eHTaTUBHbIX TOYEK
NOAOKIIOYEHUS K UHDpPaCcTPYKType

—e

MNony4yeHve faHHbIX 6e3 |
Effort yCTaHOBKM gononHuTenbHoro Mo

OTCYTCTBVE _ BECKOMI_E’OMVICCHI:IVI
MOHUNTOPUHI A MOHUWTOPUHI




@ OrPAHMNHEHME. TPADPUK ACY TT1

HenpepbiBHbIM cbop
AaHHbIX, 3Ha4YNMbIX
A9 MoHuTopuHra b

ABTOMaTUYECKMI cbop Bcex AaHHbIX
CO BCEX Y3/10B B Mepuog 0CTaHOBOB

ABTOMaTUYECKU C60p H4acTu AaHHbIX
C 4HaCTU y3J10B B lNnepmog octaHoBOB

MaccuBHbIM aHann3 ceTeBoro Tpaguka

Q 1

OTcyTCTBME BNUAHUA Ha
3allMLLaeMble CUCTEMbI U
TEXHOJTOrMYECKME MPOLLECCHI

Moponep>kka cnewnanbHOro

" oBopynosaHms u MO

MNopoepykka ocobeHHocTeM
ceTeln nepenaydv gaHHbIX U
creuvanmampoBaHHbIX
MPOTOKOJIOB

dokycupoBaHMe Ha aTakKax U
e yrposax, aKTyasbHbIX 014

MNPOMbILUMNEHHbIX CUCTEM

aBToOMaTu3aLmu

& udvigroup



He Tonbko aHanus Tpaguka

He Bce yrposbl Ib ceTeBble BHeopeHve wmndppoBaHusa Tpaduka:
Y>Ke cendac:

» [MopgKkntoYeHne CbeMHbIX YCTPOWCTB * RDP,SSH, HTTPS, ...

« MNameHeHMda HacTpoek GesonacHoOCTU + OPC UA

* BbIKNOYEeHWE KOHEYHOI O YCTPOMCTBA * Modbus TLS

« S7CommPlus
Nanblie - bonbLue

TexHonorn4eckume crnoXXHocTm obecnevyeHmss NONHOro NokpbITUs IDS:

« ObecneyeHune cbopa Tpaduka Bo BCcex ToUKax obmMmeHa
« [NoTepun NnakeToB Npu 3epkanmpoBaHumM Tpaduka
« OrpaHu4YeHns co CTOPOHbI ceTeBOoro obopygoBaHMS
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&> OMPAHUYEHUE. He Tonbko aHanua Tpaduka

Dale Peterson Ralph Langner

ICS security researcher (OT Security Analyst, cosgaTtenb RIPE framework)

« Passive-only is a phase that will end « ACTIVE discovery — because it’s better and
soon cheaper

* You would want to ingest firewall logs, - Documentation: A cyber system inventory,
application whitelisting events, manifested as a database, stores information
Windows, Linux and ICS application on hardware systems, the software running on
security events, switch logs and those systems, network association, and
eventually PLC/controller events configuration details,

- IDS/IPS is only part of a detection i

Training Program Network Diagrams

solution. It has proved to be a viable
product category and it would be
relatively simple to add ICS anomaly
detection technology to their sensors
and management systems.

Dataflow Diagrams

Workforce Information Database Plant Planning Guidelines

ProcurementGuidelines

https://dale-peterson.com/2018/07/23/the-future-of-the-ics- https://www.langner.com/wp-content/uploads/2017/04/The-
cyber-security-detection-market/ RIPE-Framework.pdf 9
¢&yUdv|group



@ KOHTPOJ1Ib N1 OBHAPY>XEHUME

# CVE ID CWEID  # of Exploits Vulnerability Type(s) Publish Date  Update Date Score
1 CVE-2021-46161 87 Exec Code 2022-02-05 2022-02-11 6.8
A vulnerability has been identified in §° “ . - V2021.1 (All versions). 4
- i 3 7
parsing spe:ially crafted NEU files. Th CsoiicTsa: AgrurncTpaTopel : X NpaeneHne KoMNBTEPSM (1| A
! CmywebHele nporpammer || g -
2 CVE-2021-46160 787 Qe : @f"lil“nw DE" MER o || B admin
| - ) o n PoBLA 6 AR B8 Defaulthccount
Create permanent shared objects % AnMAHACTRETOPbI Q pocuoTp cobeITi LWDAGUtlIlt)rAccount
i i ;| OBwme nankw
Create symbolic links LMMMHchpaTop
o5 o v I NokaneHele nonesoeary
LEIUG progams Onucarne: | AGMMHWCTPETOPE! MMEIOT MOMHBIE, HUYEM HE | Monesosatenn & Focts
- ket kack ths pat - OrpaHMYEHHEIE NPaBa AOCTYNE K KOMMSOTERY MK 1 Fpynne!
Debug programs Propertles AoMEHy — -
— Group Policy Management Editor = =] 22
- - — Ynetel rpynnel:
Security Policy Setting [ Explain \ =
A zdmin
;f"i' Debug programs A User
S & pprmcTpatop - . - - -
- -
Policy { ~
[v] Define these policy settings: X X . X o4
ork security: Restrict NTLM: Outgoing MTLM traffic to remote servers Mot De
ork security: Restrict NTLM: NTLM authentication in this domain Mot De
ork security: Restrict NTLM: Incoming MTLM traffic Mot De
ork security: Restrict NTLM: Audit NTLM authentication in this domain Mot De
ork security: Restrict NTLM: Audit Incoming NTLM Traffic Mot De
MSMEHEHWA YNEHCTEE B rpyrnas ork security: Restrict NTLM: Add server exceptions in this domain Mot De
OoBasuts. .. Vaanute BCTYNAT B CUNY NOCNE CREfyaera ork security: Restrict NTLM: Add remote server exceptions for NTLM authentic... Mot De =
BX003 NONb30BATENR B CHCTEMY. . . . . ) .
ork security: Minimum session security for NTLM 55P based (including secure ... Not De
Omena TrrETE T ork security: Minimurm session security for MTLM 55P based (including secure ... Not De
— ork security: LDAP client signing requirements Mot De
e; Groups 1s) Network: security: LAM Manager authentication level Mot De
File Action View Help Services .Network security: Forgaleaaffubeal Ja i ,""
e 2E Xz BE | Network security: Do | NEtwork security: LAN Manager authentication lev..|
(5] Default Domin Policy [DC.CONTOSO.COM] Policy | policy - Policy Sewing  (fem I Network secur?t)r: Con Security Policy Setting | Explain
4 8 Computer Configuration 2] Budit account logon events Mot Defined etwork (IE | Metwaork: security: Allo
4 @ Policies K] Audit accaun management Mat Defined 5 Firewall | Metwork security: Alle SEm  Network securty: LAN Maniager authentication level
b [ Software Settings Eis] Audit directory service access Mot Defined . . = ;
4 [0 Windows Settings 5] Audit logon events Mot Defined k List Man |Netwark security: Allo ==
b (5 Mame Resolution Policy L) Audit object access Mot Defined s Network | Metwork access: Shari
. ; ;:::;iyﬁ;:;:g?humnm) ] Audit l""l"r}' change Mat n"ff""" ey Policie | Metwork access: Shareg] Define this policy setting
b 3 Account Policies gl Auditpridlege use MeeDefined ke Restrictil | Network access: Restri Send LM & NTLM responses v
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4 . - ] Budit system events Mot Defined Lz Network access: Remg
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[ ;i Security Options
b &l Eventlog
b+ O Restricted Groups
b L@ System Services
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Send NTLMvZ responise only. Refuse LM & NTLM

|| | Microsoft nety




@ OIrPAHNHEHUE. OTAIMNHOCTDb

Ha nepBbix aTanax
3akagblBaeTcqd
MacLTabupyemasa ocHoBa U
CTpaTerm4eckm KoppekTHada
apxXuUTeKTypa

BasoBaa pyHKUMOHaNbHOCTb,
noasongarowaa nonydyatb 80%
pea3ynbTaTa npm 20% broaykeTa

[No mepe pa3BuTUS cucTemMa
«obpacTaeT» OOMNONMHUTENbHBIMMU
BO3MOXXHOCTSAMM

Not like this....

® o090 9 &%
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Henrik Kniberg
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@ OIrPAHMNHEHUME. OTAINHOCTDb

NCof)likefhis....O @
[A, HO! o oo % &%

[MpuBegeHue 3almiLaeMomn
cCUCTeMbl K besonacHomy [ 2 3 4 5
COCTOSAHMUIO Henrik Kniberg

MOHUTOPUHI 1 BbiBIEHME
OTKJ/TOHEHUI OT be3onacHoro
COCTOSAHUA
& udvigroup



@ OrPAHMNYHEHME. NMEPCOHAIJT

o BHeOpeHunda
CUCTEMDI
MOHUTOpUHra b

[Mocne BHegpeHUd
CUCTEMDI
MOHUTOpUHra b

KBanunpuumpoBaHHbIN LUTAT
24x7/

Ob6Hapy>keHue, HenTpanmlaums
M paccnegoBaHMe MHUMOEHTOB

ObpaboTka NoXXKHbIX
cpabaTbiBaHUM

BeneHue 6asbl
peLuaroLmnx npasun

AKTyanusauuma yrpos
BezonacHoCTH
MHpopMaLmn

& udvigroup



&> MOHUTOPUHT LB

Pukcauma mn KoHTponb
peFMCTpaLJ,MFl CO6bITM KOHpUrypaumm v
COOTBETCTBUSA
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OOCTYMHOCTU
obopynoBaHus,
pecypcoB 1 KaHaoB
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&> MOHUTOPUHI UB
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